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Software Data Race Detection 

 

 Add checks around every memory access 

 

 Find inter-thread sharing events 

 

 Synchronization between write-shared 

accesses? 

 No? Data race. 
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 Syscalls for setting/removing meta-data 
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Potential Accuracy & Perf. Problems 

 Limitations of Performance Counters 

 HITM only finds W→R Data Sharing 

 Hardware prefetcher events aren’t counted 

 

 Limitations of Cache Events 

 SMT sharing can’t be counted 

 Cache eviction causes missed events 

 False sharing, etc… 

 

 PEBS events still go through the kernel 
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Outline 

 Problem Statement 
 

 Background Information 

 Demand-Driven Dynamic Dataflow Analysis 

 

 Proposed Solutions 

 Demand-Driven Data Race Detection 

 Sampling to Cap Maximum Overheads 
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Input 



a += y 

y = x * 1024 

Cannot Naïvely Sample Code 
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x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 
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Cannot Naïvely Sample Code 
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x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 

Skip Instr. 
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Validate(x) x = read_input() 

a += y 

y = x * 1024 

validate(x) x = read_input() 
Skip Instr. 

Input 
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Validate(x) x = read_input() 

a += y 

y = x * 1024 w = x + 42 

validate(x) x = read_input() 

Input 
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Validate(x) x = read_input() 

a += y 

y = x * 1024 w = x + 42 

validate(x) x = read_input() 

Input 

Check w 

Check z 

Check a 
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Validate(x) x = read_input() 

a += y 

y = x * 1024 

False Positive 

False Negative 

w = x + 42 

validate(x) x = read_input() 

Input 

Check w 

Check z 

Check a 
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 Remove meta-data from skipped dataflows 

 Prevents false positives 

Our Solution: Sample Data, not Code 
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Our Solution: Sample Data, not Code 
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Input 



a += y 

y = x * 1024 

Dataflow Sampling Example 
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x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 



a += y z = y * 75 

y = x * 1024 

Dataflow Sampling Example 
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x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 

Skip Dataflow 
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validate(x) x = read_input() 

a += y 

y = x * 1024 

x = read_input() 
Skip Dataflow 

Input 



a += y z = y * 75 

y = x * 1024 

Dataflow Sampling Example 
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validate(x) x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 
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y = x * 1024 w = x + 42 
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validate(x) x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 
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y = x * 1024 w = x + 42 
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validate(x) x = read_input() 

a += y 

y = x * 1024 

x = read_input() 

Input 

Check w 

Check z 

Check a 
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validate(x) x = read_input() 

a += y 

y = x * 1024 

False Negative 

x = read_input() 

Input 

Check w 

Check a 

Check z 
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 Remove dataflows if execution is too slow 
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Prototype Setup 

 Taint analysis sampling system 

 Network packets untrusted 

 Xen-based demand analysis 

 Whole-system analysis with modified QEMU 

 Overhead Manager (OHM) is user-controlled 
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Benchmarks 

 Performance – Network Throughput 

 Example: ssh_receive 

 Accuracy of Sampling Analysis 

 Real-world Security Exploits 
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Name Error Description 

Apache Stack overflow in Apache Tomcat JK Connector 

Eggdrop Stack overflow in Eggdrop IRC bot 

Lynx Stack overflow in Lynx web browser 

ProFTPD Heap smashing attack on ProFTPD Server 

Squid Heap smashing attack on Squid proxy server 



ssh_receive 

Performance of Dataflow Sampling 
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kmeans facesim ferret freqmine vips x264 streamcluster 

W→W 1/1 
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