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Potential Accuracy & Perf. Problems 

 Limitations of Performance Counters 

 Intel HITM only finds W→R Data Sharing 

 

 

 Limitations of Cache Events 

 SMT sharing can’t be counted 

 Cache eviction causes missed events 

 

 

 Events go through the kernel 
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Bounds Checking 

Watchpoints Work for Many Analyses 
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 Store Ranges in Main Memory 

 Per-Thread Ranges, Per-Core Range Cache 

 Software Handler on RC miss or overflow 

 Write-back RC works as a write filter 

 Precise, user-level watchpoint faults 

  T1 Memory T2 Memory Core 1 Core 2 



Experimental Evaluation Setup 

 

 Trace-based timing simulator using Pin 
 

 

 Taint analysis on SPEC INT2000 

 Race Detection on Phoenix and PARSEC 
 

 

 Comparing only shadow value checks 
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Future Directions 

 Dataflow Tests find bugs on executed code 

 What about code that is never executed? 

 

 Sampling + Demand-Driven Race Detection 

 Good synergy between the two, like taint analysis 

 

 Further watchpoint hardware studies: 

 Clear microarchitectural analysis 

 More software systems, different algorithms 
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Finding Errors 

 Brute Force 

 Code review, fuzz testing, 

whitehat/grayhat hackers 

– Time-consuming, difficult 

 

 Static Analysis 

 Automatically analyze source, 

formal reasoning, compiler checks 

– Intractable, requires expert input, 

no system state 
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Dynamic Dataflow Analysis 
 

 Associate meta-data with program values 

 

 Propagate/Clear meta-data while executing 

 

 Check meta-data for safety & correctness 

 

 Forms dataflows of meta/shadow information 
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Results by Ho et al. 

 lmbench Best Case Results: 

 

 

 

 Results when everything is tainted: 
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Benchmarks 

 Performance – Network Throughput 

 Example: ssh_receive 

 Accuracy of Sampling Analysis 

 Real-world Security Exploits 
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Name Error Description 

Apache Stack overflow in Apache Tomcat JK Connector 

Eggdrop Stack overflow in Eggdrop IRC bot 

Lynx Stack overflow in Lynx web browser 

ProFTPD Heap smashing attack on ProFTPD Server 

Squid Heap smashing attack on Squid proxy server 
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Accuracy at Very Low Overhead 

 Max time in analysis: 1% every 10 seconds 

 Always stop analysis after threshold 

 Lowest probability of detecting exploits 
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Name Chance of Detecting Exploit 

Apache 100% 

Eggdrop 100% 

Lynx 100% 

ProFTPD 100% 

Squid 100% 
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 Watchpoint Registers 
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 Virtual Memory 
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 ECC Mangling 

– Per physical address, all cores, no ranges 
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Meeting These Requirements 

 Unlimited Number of Watchpoints 

 Store in memory, cache on chip 

 Fine-Grained 

 Watch full virtual addresses 

 Per-Thread 

 Watchpoints cached per core/thread 

 TID Registers 

 Ranges 

 Range Cache 
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 Some watchpoints better suited for ranges 
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 Some need large # of small watchpoints 

 

 51 ranges x 64b each = 408B 

 Better stored as bitmap? 51 bits! 
 

 Taint analysis has good ranges 

 Byte-accurate race detection does not.. 
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